Here is some information regarding the cybersecurity enhancements being required by our insurance carrier, Resilience.
The were several cybersecurity questionnaires requested of the parishes, starting with the renewal questionnaire, and followed by a couple that were performed by our insurance broker, Lockton.  Each of these helped us to refine the information we needed to properly categorize each parish/ministry into the proper category depending upon the cyber controls in place. 
In late August/early September the Vicar General, Fr. Dollins, asked for a cybersecurity survey to be completed asking for the names of the specific products in use at each parish/ministry, which is allowing us to accurately confirm the categorization. This request was sent to all business managers and pastors in the Mission Link, Melchizedek's Mailbag, and the Business Manager's newsletters.   That survey may be completed here: Survey.
After the survey has been completed, we will evaluate the products in use to verify your categorization. If you are at category 1, then the attestation form (attestation form) must be completed and returned to cybersecurity@archden.org. If the parish is not yet at category 1, you will have to implement these controls using either products selected by you, or by using the product stack recommended by the archdiocese. After all controls are implemented, then the attestation form should be completed and emailed as described above.
Here is the product stack that we recommend, though you are free to select any compliant product.
1. MFA – This can be turned on at no cost within your Microsoft Office 365 account or your Google Workspace account
1. Endpoint Detection and Response (EDR) – We recommend Sophos Managed Detection and Response (MDR). This is one level above EDR, but the “Managed” part indicates that Sophos has someone watching your network and endpoints for issues, and you can authorize them to remediate the situation on your behalf. Otherwise, with EDR, someone from your office needs to monitor for issues, and react if something is found.
1. Email Filtering – We recommend Sophos Email.  When integrated with Sophos MDR, they can monitor your email as well as your endpoints, providing a single source of contact for your security.
1. Immutable Backups – We hope that your endpoints/servers are being backed up to your Microsoft or Google accounts, but if ransomware were to infiltrate one of your endpoints, this could “ransom” your backups as well, which is why immutable backups are required.  We recommend a product called CloudAlly to backup your Microsoft or Google accounts immutably, meaning ransomware could not hold your data hostage.  
In addition, both Sophos and CloudAlly will add your accounts to a diocesan dashboard, so that we at the archdiocese can be an extra set of eyes making sure everything is operating as it should.
Sophos is offering both Sophos MDR and Sophos Email for just under $70 / endpoint / year with a 3-year contract. Be sure to mention that you are part of the Archdiocese of Denver. The contact at our reseller offering this pricing is Sam Heard, President of Data Integrity Services (863) 683-5845 samh@disrv.com
CloudAlly is offering CloudAlly for $19 / endpoint / year on a 1-year contract. Again, be sure to mention that you are part of the Archdiocese of Denver. The contact at our reseller offering this pricing is Josh Perry, Account Manager at Constant Edge (302) 485-0195 josh.perry@constantedge.com
In case you need someone to install this software.  We have a couple vendors we can recommend:
1. Ed Brandorff is a contractor helping us with this cybersecurity effort.  He is helping to review the parish cybersecurity categorizations, but he may also be hired by the parishes to help install the software.  He can be reached at ed@brandorff.org (303) 552-6798.
1. Mark Burger at Thread Networks is a contractor that helps the archdiocese with networking issues on occasion, but he is also willing to help with the cybersecurity controls installation. mark@threadnetworks.com (720) 319-7174
Of course, you can also use someone of your own choosing to install this software.
Feel free to reach out with any questions (cybersecurity@archden.org).
